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|EC 62443:

Industrial Network and
System Security

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

API Std 1164 =i M.

API Standard 1164
Pipeline SCADA Security, Second Edition

NEIRC
NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION
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Cyber Threats Against Industrial Controls
EERITaVrA—LIZHTEHM/IN—BE

4% 1% 2%

1] W Execution of Malware TILYT T DEFT

B Unpatched Systems

INYFHEZHTTEL
. AT L
Open Connections F—F AR
i Perimeter Breaches 1B R rkiE

Compromised Credentials fE %75 & 1AL A

M Exploit Back doors R
. . 7
Miscellanous exploits BEATHZTOA R

Published December 2015, https://ics-cert.us-cert.gov/Seven-Steps-Effectively-Defend-Industrial-Control-Systems
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1. Application Whitelisting -7 7) 4 —< 3>« FRT AR Xk
2. Configuration/Patch Management
XV TAERENVTFEE
. Reduce Attack Surface Area HEEZH 5T

3
4. Defendable Environment [ Al g/ RS
5. Manage Authentication 23L& 2

6

Implement Secure Remote Access
RELRBBT IV EADEA
7. Monitor & Respond E=4— &L AR X
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NEDEER T, 2014F £2015F2H-HEBEDO8W(L[HS ZEMNTET-,
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« Application Whitelisting: Only allow predesignated applications to run, no need to be
aware of new threats since only authorized software will run.

TIVr—2ar - RIAN) A HOMEDIBESNF-T T ) r—a0 DA EENF A, #EREZ 5 A b -
VILIZT DHEET DT, H-LGEBBEERT DRLELILY,

 Reduce Attack Surface Area: Isolate industrial control system (ICS) networks from
untrusted networks, lock down unused services and ports, use a data diode to provide

network segmentation, if bidirectional communication is needed use a single port over a
restricted path.

WEBOHIRE : EEarO—I)LY RTLICS)RYMI—DEEBETELRWLRYR I =M LREESE ., (£
FALTWEWY—ERPR—FDFBEEHREZELRYN T =0T A T—a KRBT 5=-DIZT—45345 4
A—F#FERTH, L. NAREDOIAZ 2=y —2 a3V AR ELGRICIE. RESN-EHOFRE EIZIT
oo IWR—b &2 FEART 5,
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« Build a Defendable Environment: Consider using optical separation technologies. Limit
damage from network perimeter breaches. Segment networks and restrict host-to-host
paths to prevent and contain the spread of infection.

PRI RE IR IR DR AP HBET AR EER T LRI Do FYNT—VERENLDE
BICLDFTA—VERET 5. BREDELZENE . BBILT H=DIZ, RUbT—VZE R BEL ., RAFERR B
FDRIERBEEZRET 5,

 Implement Secure Remote Access: Remove back doors and modem access,
Implement monitoring only with access enforced by data diodes, do not rely on "read
only" software configurations, don't allow persistent remote connections.

REGERTIVCADEBEN NIRRT ERT LTI CREREL. T35 A4 —FIZKHEZE—DHD
REHT I AHIHEEA, TBEDH 1 EWLDY TR ITEREZ A TICLEN, #EMT)E—FaRIT 3
D FFRILAELY,
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#1 One-Way Communications Path out of the Plant
#1 TIVMAD LD —AMAS2=r—30 /R

#2 One-Way Communications Path into the Plant (k
#2 FSUMAD—AMAZ2A=F—av/R

Build a Defendable Environment: Segment networks and restrict host-to-host paths to prevent

and contain the spread of infection
RARI AT REIRIB DB RO EEZHE . BHLET 57-BIZ RYFT—ID 5 EI&, RAMERRMEDE
ERRZRET S,

Reduce Attack Surface Area: Use a data diode to provide network segmentation

WEEOHIE: RV —0Z 58T 5012, T35 14— F&ERT S,

Implement Secure Remote Access: Implement monitoring only solution with access enforced

by data diodes
REBERTIVEADEAN : T—3F A A —F Q@R T /X FEL>TE=RI T DHDY) 21—

2avEBRBAT S,
One-Way IN

Configuration/Patch Management: Provide secure configuration/patch management program
centered on safe importation of trusted patch updates

XA TAREI/N\VFER EHETE/\WF7YIT—rOREHICEZEEB V=X ) T8 E// Y
FEBIOJSLERAET S,
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#3 Two-Way Communications Path with the Plant
#3 7°5/|~ao>3175r1:|\1_/7 s VZAVA @ ¥
Reduce Attack Surface Area: If bidirectional communication is needed use a single port over
a restricted path
- KEBAEOHIF:tL. RAMMEDIS2=r—aV R ELGRICIE. RESh-EREE LI TE., ¥
ST NR—rEERT 5,
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#1 DHSAMESR I SH—A M7 I+ (One-Way out)
WAN

Secure One-way Transfer

REF—FHRERE

T —
P P |
BU2Bscnd oniylRcy Only Mtk
o

f 3
OT Network IT Network

v
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#2 DHSHMESE T H— AR (One-Way in)
WAN IT Network G

Proxy Rcv Only end o)1l Proxy

™ ~

OT Network Data Content Filter with Antivirus
Data Content Inspection with Hash Code Validation

Whitelist File Types and File Names
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RYNT—DIN—FITFT A B3—T(R
« Ethernet, serial RS232 & 422, USB, dial up modem, very small embedded
diode products A—HRyk, YYFIVUSB, FAFILVTYTET L

BEMBARVT—Y I ITTAVR—TI(R
* Yokogawa, OSlsoft, GE, Rockwell, Honeywell, Schneider, InStep, AspenTech,
Mitsubishi, PAS Alarm, McAfee, Symantec, Tripwire, Splunk, Rolls Royce,
Scientech, MS SQL, Oracle

RYNT—=OF7 TV r—av A 3—Tx(R
« Syslog, SNMP, FTP, SFTP
« Email (SMTP)
« UDP, multicast, broadcast, unicast (video)
« TCP/IP

ARAVE—=RFRTAAB—DTAR
« OPC Foundation interfaces: DA, A&E, UA
« Modbus

24
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« Owl Perimeter Defense Solutions (OPDS):OWLIER &V 21— 3>
e DualDiodei%it(—i—ARMEE)THAN—ENALRYNT—IFRELFE
ER
o FYRT—IRAUBTOT—E2D X 7HEREZTIRELET,
 #i& DualDiodesGEfE LT AT A, BELTOT L ZHIBDEEERE)
o AUA—FYbEFI)T4EIZ—DLoOMNYLF=HAF 2 RITEDL
OwlCentOSMDIEE,
« http://www.cisecurity.orqg
o OWIDA—IILR—ZADT VRIS AT L (RBAC) DA —/N\—L A
o T—A7O—FYR—rFHATEET I r—ay
« UDP, TCP
» File transfer, FTP, email transfer
« Syslog, SNMP
« OPDS-100D
« OPDS-1000
« Specialty Software Connectors
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e OPDS-100D
* All-in-one, DIN rail form factor solution

« Common Features:
 Owl Red HatOS
« Owl RBAC
« Owl Core transfer Applications

« Bandwidth across DualDiode
 10Mbps
« 26Mbps
» 52Mbps
« 104 Mbps
» All filed upgradeable from 10, to 26, to 52 to
104Mbps

27
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N OPDS-1000

« OPDS-1000
e All-in-one,1u19” rackmounsolution

« Common Features:
 Owl Red HatOS
« Owl RBAC
» Owl Core transfer Applications

® oosmaniousL I PERATIONAL @
o 0 o
TensseR Tasn @
(2 OPTIC UNK

« Bandwidth across DualDiode

« 104 Mbps

« 155 Mbps

« 300 Mbps

« 600 Mbps

* 1,000 Mbps =1 Gbps

« All filed upgradeable from 104, to 155, to 300, to 600 to 1,000

Mbps

28
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Remote File Transfer Service (RFTS)
« OSISoft Pl replication
 OPC Server replication
« MS SQL and Oracle SQL replication
* Window Screen replication
« ModBus register replication
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Tel : 03-3242-3157
Email : sales@direx.com
URL http://www.direx.com
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